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Les défis du développement applicatif 



1 Concept 



Extension of  
the Internet… 

To physical world 

The concept 



sensory capabilities 

Gives to the Internet 

Enabling M2M, M2H and H2M communications to exchange useful information and 
create new types of services and new values for humans 



Applications fields 

Sensor technology  
at social front 

Analysis of large amounts 
and a variety of  

information 

Healthcare, 
Welfare 

Food, Retail,  
Primary Industry Environment 

Education 

Auto 
Transportation 

Energy, 
Smart Cities 

 Cloud, networking technology 



Explosion 
of possibilities 



2 Approach  



Technologically  

Interaction between 
“things” 

Having an 
individual digital 

identity 

Operating in 
a smart space 

With intelligent 
interfaces to 

communicate 



The path 

Sense/ 
collect 

Transmit/ 
Access 

Analyse 
Interact / 

applications 
Users Store 

Device 

Network 

Device and application 



Sense/ 
collect 

Transmit/ 
Access 

Analyse Interact / 
applications 

Users Store 

Anatomy of a “Thing” 
 
• Hardware 
• Built for a specific “thing” 
• Limited functionalities 
• Control interface 
• Input/Output 
• Power 
• Sometimes “local storage” 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store 

Collect information  
using captors :  
 
• movement,  
• temperature,  
• sound,  
• pressure,  
• …. 
 
 

Transmit/ 
Access 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store 

Collect data coming 
from other things 
 
• Bluetooth, 
• Wifi, 
• RFID, 
• … 
 
 

Fliike : Physical Facebook counter 

Transmit/ 
Access 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store 

Directly : 
 
 
 

Transmit/ 
Access 

Proper identity on 
the Internet IPV6 

 
 

Need standardisation Access layer 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store 

BUT 
 

A “thing” is not necessary directly connected to the IOT 
network  

Transmit/ 
Access 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store 

Indirectly :  
 
 

Transmit/ 
Access 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store 

• Need standardization (heterogeneous devices, proprietary, …) 
• Using API to capture information coming from device 

 
 
 
 
 

For the access layer : 

Transmit/ 
Access 

http://mySensorIP/temperature - GET 
Security Layer 
Managed API 

http://mysensorip/temperature


Protocols Landscape 

CoAP HTTP MQTT 

DDS 

XMPP 

AMQP STOMP 



Protocols Landscape Trends 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

Coap : The Web of Things Protocol 

• HTTP-Like based on UDP 
• Status, code, …. 
• Restful protocol 
• Compatible with HTTP 
• Additional features for M2M 
• Confirmable messages „(or not) 
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Sense/ 
collect 
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Access 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

CoAP : Implementations 

• Java : Californium 
• Python 
• Firefox JavaScript browser plugin : 

Copper 
• C: lobcoap 
• .NET (C#) : CoAPSharp 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

CoAP : Proxies 

• Squid 3.1.9 (transparent HTTP/Coap Mapping)  
• jCoap Proxy 
• Californium cf-proxy 



TCP/UDP 

Network architecture Sample 

HTTP/HTTPS/FTP/SMTP 
Application  

Layer 

Transport  
Layer 

TCP/UDP 
Network 

Layer 

802.3 Ethernet 
802.11 Wireless 

Link 
Layer 

UDP 

CoAP 
Application  

Layer 

Transport  
Layer 

6LoWPan 
IPV6 over Low Power  

Personal Area Networks 

Network 
Layer 

IEEE 802.15.4e 
Radio network 

Link 
Layer 

Classical Stack IOT Stack 



Sense/ 
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applications 

Users Store Transmit/ 
Access 

Importance of API‟s 
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Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

WHAT TO DO WITH  

   ALL THE DATA  
COMING FROM  

   ALL SENSORS  
 
THAT WILL BE AVAILABLE TOMORROW 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

Threat data coming from sensors 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

Self learning 



“There are plenty of connected devices out in the market today, 
from Fitbits to garden sensors tha use a home‟s Wi-Fi network to 
tell you when to water your plants; 
 
But the key to building out a true internet of things experience 
isn‟t in being able to connect devices to the web, but building a 
service based around that connectivity” Stacey Higginbotham, Gigacom.com 

“Think service and not object” 



New Services 
Before 

After 

Cloud App‟s 
Combine data‟s 

Create new 
indicators  

and services 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

• Combine data‟s coming from all “things” 
• Create scenarios 
• Analyse/combine them and propose new services 
• BIG DATA  SMART DATA 
• Real Time analysis capacities 

Aggregate information 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

I have a 
meeting at 9am 

Wake up alarm is  
scheduled at 8am 

Sensor detect  
traffic jam 

Capture event 

New path auto 
scheduled on GPS 

Capture event 

Bathroom heating started 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

• Interaction with the device should as 
simple as possible 
 

• For complex actions use a dedicated 
one (smartphone, tablet, pc) 
 
 

Interact 
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Automate actions with other “things” 
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Open API to allow automation with dedicated platforms 



Sense/ 
collect 

Analyse Interact / 
applications 

Users Store Transmit/ 
Access 

Open API to allow automation with dedicated platforms 



A new way to create applications 







3 Reflection 



Responsibility Security Confidentiality 



Conclusion 

• Standardisation 
• Open API‟s 
• Real time analysis 
• Big data storage 
• Simple of usage 

 

• Think in terms of services 
 
 



Conclusion 
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