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Internet	
  of	
  Things	
  

	
  
Threat	
  or	
  Opportunity?	
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A	
  tremendous	
  market	
  
A	
  tremendous	
  market	
  
	
  

4	
  Business	
  insider,	
  Here's	
  Why	
  'The	
  Internet	
  Of	
  Things'	
  Will	
  Be	
  Huge,	
  And	
  Drive	
  Tremendous	
  Value	
  For	
  People	
  And	
  Businesses,	
  Dec.	
  2013	
  
CB	
  Insights,	
  Internet	
  of	
  Things	
  Companies	
  Haul	
  In	
  More	
  than	
  $1	
  Billion	
  in	
  Venture	
  Capital	
  in	
  2013,	
  March	
  2014	
  



A	
  disrupVve	
  approach	
  
From	
  compuVng	
  devices	
  to	
  an	
  everyday	
  devices’	
  connecVvity	
  
	
  
•  MiniaturizaVon	
  &	
  nanotechnologies	
  parVally	
  enable	
  the	
  growth	
  of	
  

the	
  Internet	
  of	
  things	
  
•  As	
  sensors	
  become	
  a	
  low-­‐cost	
  technology,	
  it	
  is	
  cheaper	
  and	
  cheaper	
  

to	
  add	
  them	
  to	
  any	
  device	
  

è Machine-­‐to-­‐Machine	
  communicaVons	
  begin	
  to	
  power	
  billions	
  of	
  
everyday	
  devices,	
  from	
  parking	
  meters	
  to	
  home	
  thermostats	
  

	
  
•  Big	
  data	
  is	
  high	
  volume,	
  velocity	
  &	
  variety	
  informaVon	
  
•  Connected	
  devices	
  create,	
  collect	
  &	
  communicate	
  big	
  data	
  
	
  
è	
  The	
  future	
  will	
  see	
  an	
  Internet	
  of	
  Things	
  where	
  billions	
  of	
  devices	
  
are	
  connected	
  to	
  each	
  other,	
  all	
  sharing	
  data	
  via	
  the	
  Internet	
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We	
  are	
  giving	
  our	
  world	
  a	
  nervous	
  
system!	
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Digitalized	
  onto	
  networks	
  ...	
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IntegraVng	
  People	
  &	
  Processes	
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Allowing	
  to	
  create	
  new	
  types	
  of	
  smart	
  
applicaVons	
  and	
  services	
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With	
  Specific	
  domains	
  targeted!	
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IoT	
  –	
  New	
  opportuniVes	
  
•  New	
  business	
  models:	
  	
  The	
  IoT	
  will	
  help	
  companies	
  create	
  new	
  value	
  streams	
  for	
  

customers,	
  insVtute	
  processes	
  that	
  speed	
  Vme	
  to	
  market,	
  triage	
  market	
  performance,	
  
and	
  respond	
  rapidly	
  to	
  customer	
  needs.	
  

•  Real-­‐1me	
  informa1on	
  on	
  mission-­‐cri1cal	
  systems:	
  	
  With	
  IoT,	
  organizaVons	
  can	
  capture	
  
more	
  data	
  about	
  their	
  processes	
  and	
  products	
  in	
  a	
  more	
  Vmely	
  fashion	
  to	
  create	
  new	
  
revenue	
  streams,	
  improve	
  operaVonal	
  efficiency,	
  and	
  increase	
  customer	
  loyalty.	
  

•  Diversifica1on	
  of	
  revenue	
  streams:	
  	
  The	
  IoT	
  can	
  help	
  companies	
  create	
  new	
  services	
  
and	
  new	
  revenue	
  streams	
  on	
  top	
  of	
  tradiVonal	
  products,	
  e.g.,	
  vending	
  machine	
  vendors	
  
offering	
  inventory	
  management	
  to	
  those	
  who	
  supply	
  the	
  goods	
  in	
  the	
  machine.	
  

•  Global	
  visibility:	
  	
  The	
  IoT	
  will	
  make	
  it	
  easier	
  for	
  enterprises	
  to	
  see	
  across	
  the	
  business	
  
regardless	
  of	
  locaVon,	
  including	
  tracking	
  effecVveness	
  and	
  efficacy	
  from	
  one	
  end	
  of	
  the	
  
supply	
  chain	
  to	
  the	
  other.	
  

•  Efficient,	
  intelligent	
  opera1ons:	
  	
  Access	
  to	
  informaVon	
  from	
  autonomous	
  end	
  points,	
  
as	
  today’s	
  smart	
  grid	
  already	
  supplies	
  to	
  uVlity	
  companies,	
  will	
  allow	
  organizaVons	
  to	
  
make	
  on-­‐the-­‐fly	
  decisions	
  on	
  pricing,	
  logisVcs,	
  sales,	
  and	
  support	
  deployment,	
  etc.	
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Privacy?	
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Security?	
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But	
  is	
  it	
  new?	
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Top	
  10	
  risks	
  of	
  IoT	
  (based	
  on	
  OWASP)	
  
1.   Insecure	
  Web	
  Interface	
  >>	
  Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  web	
  interface	
  including	
  

internal	
  and	
  external	
  users.	
  
2.   Insufficient	
  Authen1ca1on	
  /	
  Authorisa1on	
  >>	
  Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  web	
  

interface,	
  mobile	
  interface	
  or	
  cloud	
  interface	
  including	
  internal	
  and	
  external	
  users.	
  
3.   Insecure	
  Network	
  services	
  >>	
  Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  device	
  via	
  a	
  network	
  

connecVon,	
  including	
  external	
  and	
  internal	
  users.	
  
4.   Lack	
  of	
  transport	
  encryp1on	
  >>	
  Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  network	
  the	
  device	
  is	
  

connected	
  to,	
  including	
  external	
  and	
  internal	
  users.	
  
5.   Privacy	
  concerns	
  >>	
  Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  device	
  itself,	
  the	
  network	
  the	
  

device	
  is	
  connected	
  to,	
  the	
  mobile	
  applicaVon	
  and	
  the	
  cloud	
  connecVon	
  including	
  external	
  
and	
  internal	
  users.	
  

6.   Insecure	
  Cloud	
  interface	
  >>Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  internet.	
  
7.   Insecure	
  Mobile	
  interface	
  >>Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  mobile	
  applicaVon.	
  
8.   Insufficient	
  security	
  configurability	
  >>	
  Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  device.	
  
9.   Insecure	
  SoVware	
  /	
  Firmware	
  >>	
  Consider	
  anyone	
  who	
  has	
  access	
  to	
  the	
  device	
  and/or	
  the	
  

network	
  the	
  device	
  resides	
  on.	
  
10.   Poor	
  physical	
  security	
  >>	
  Consider	
  anyone	
  who	
  has	
  physical	
  access	
  to	
  the	
  device.	
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AcceleraVon	
  /	
  combinaVon	
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Internet	
  of	
  ....	
  	
  Everything	
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A	
  fully	
  integrated	
  chain	
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Risk	
  aversion	
  or	
  opportunity?	
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But	
  of	
  course	
  ....	
  Cyber	
  crime	
  interest!	
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Advices	
  for	
  users	
  
•  Use	
  a	
  screen	
  lock	
  or	
  password	
  to	
  prevent	
  unauthorized	
  access	
  to	
  your	
  

device	
  
•  Do	
  not	
  reuse	
  the	
  same	
  user	
  name	
  and	
  password	
  between	
  different	
  sites	
  
•  Use	
  strong	
  passwords	
  
•  Turn	
  off	
  Bluetooth	
  when	
  not	
  required	
  
•  Be	
  wary	
  of	
  sites	
  and	
  services	
  asking	
  for	
  unnecessary	
  or	
  excessive	
  

informaVon	
  
•  Be	
  careful	
  when	
  using	
  social	
  sharing	
  features	
  
•  Avoid	
  sharing	
  locaVon	
  details	
  on	
  social	
  media	
  
•  Avoid	
  apps	
  and	
  services	
  that	
  do	
  not	
  prominently	
  display	
  a	
  privacy	
  policy	
  
•  Read	
  and	
  understand	
  the	
  privacy	
  policy	
  
•  Install	
  app	
  and	
  OS	
  updates	
  when	
  available	
  
•  Use	
  a	
  device	
  based	
  security	
  soluVon	
  
•  Use	
  full	
  device	
  encrypVon	
  if	
  available	
  

(The	
  following	
  steps	
  could	
  help	
  users	
  stay	
  safe	
  when	
  using	
  self-­‐tracking	
  apps)	
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Advices	
  for	
  app	
  developers	
  and	
  service	
  
providers	
  
•  Build	
  security	
  in	
  from	
  the	
  start,	
  not	
  as	
  an	
  alerthought	
  
•  Always	
  use	
  secure	
  protocols	
  when	
  transmimng	
  data	
  
•  Ensure	
  that	
  the	
  device	
  is	
  not	
  directly	
  or	
  indirectly	
  traceable	
  
•  Only	
  collect	
  data	
  that	
  is	
  necessary	
  to	
  provide	
  a	
  service	
  and	
  nothing	
  more	
  
•  Require	
  strong	
  passwords	
  for	
  user	
  accounts	
  
•  Implement	
  secure	
  session	
  management	
  
•  Follow	
  best	
  pracVces	
  for	
  password	
  handling	
  (only	
  store	
  salted	
  hashes	
  and	
  not	
  the	
  real	
  

password)	
  
•  Follow	
  secure	
  coding	
  pracVces	
  
•  Provide	
  an	
  easy	
  to	
  understand	
  privacy	
  policy	
  and	
  act	
  within	
  the	
  stated	
  policy	
  
•  Pen	
  test	
  system	
  infrastructure	
  to	
  ensure	
  security	
  
•  Ensure	
  that	
  backend	
  systems	
  are	
  well	
  protected	
  from	
  intrusion	
  
•  Make	
  security	
  tesVng	
  a	
  part	
  of	
  the	
  product	
  development	
  process	
  
•  Ensure	
  that	
  staff	
  are	
  properly	
  trained	
  on	
  how	
  to	
  handle	
  sensiVve	
  informaVon	
  
•  As	
  a	
  data	
  controller,	
  be	
  sure	
  to	
  comply	
  with	
  relevant	
  data	
  protecVon	
  laws	
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  hnp://www.futureofprivacy.org/best-­‐pracVces-­‐for-­‐mobile-­‐app-­‐developers/	
  



Thanks!	
  

	
  
	
  
	
  

Thanks!	
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Christophe	
  Bianco	
  
cbianco@excellium-­‐services.com	
  
	
  


